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" JAIDE TO UN. CHIEF | oz, S e e
CALLED SOVIET SPY | s mmsomatms o maces

a sign saying, ‘l am a K.G.B. spy,’ how

do you want us to know?” asked Mr.

N SENATE REPORT| &
) The 114-page report by the Senate
Committee covers a broad of array of

. counterintelligence and  securi
Intelligence Panel Study Also| issues. It praises the Reagan Aa;mfl

tration for making improvements after,

US. Counterespionage  |“opnesses remain. @ it recom.

mendations and says high-level offi-
| |cials must put more emphasis on the

By STEPHEN ENGELBERG problem to overcome ]ms’t‘ndmg bu-
7. Spuctel % The New York Times reaucratic barriers.
WASHINGTON, Oct. 7 — The Senate ' Dantage From Espionage

Select Committee on Intelligence It :
charged today that & Soviet intelll-| |series of espionase ey OY the
gence officer holds the post of assistant | | years was ‘““far greater than anyone in
to the Secretary General at the United | [the U.S.: Government has acknowi-
Nations. edged publicly.”

The committee, in a report calling, | The committee called for a reduction:
for broad changes in the Government's | | in the number of diplomats allowed to
security and counterintelligence pro-| |serve at the Soviet Union’s embassy,
4n Ademimiatraicn's charge tha ihe | | uSulates and United Nations mission.

L ow e " report, s:*proximately
Soviet Union is using t' > “.iiad Ma-| | 450 of the Soviet citizens in this country
uons as a platform for spying. as official representatives are intelli-

“The K.G.B. has succeeded in infil-| |gence ‘operatives. :
trating fts officers into the U.N.bureau-{ | Senator Dave- Durenberger, the
cracy, with some reaching positions of | Minnesota Republican who is chair-
authority,” the report said. ‘“The| man of the Intelligence Committee,
K.G.B. has heid the position of assistant lcnhlﬂmciteﬁwd ﬂ;.e wmm"m'st “'t‘d'

s way: ‘“Too many secrets, too
Leatovaiey nak the o ot Sinc® YAIor | lich acceds 1o secrets, 100 many

spies, too little accountability for se-
The current assistant is a K.G.B. China curing national security secrets, and

expert.” too littie effort given to combatting the

Seviet Alde to UN. Leader - very real threat which spies represent

to our national security.”
It did not name the assistant. Javier The report's recommendations

Pérez de Cuéller, the Secretary Gen-
eral, has two special assistants, one of' | ranged from changes in the system
whom is Viadimir Kolesnikov, a Soviet !used for classifying secret documents
citizen. to improvements in computer security

The Senate report was based on data an:ie in tge stgmdar;is useg to investi-

gate and reinvestigate Government
”WI tl:‘t' h:smel m ?ersont?el with access to sensitive in-
public release. o‘,i::r::ort also said agencies’

Last month, the Reagan Administra-|  gyures for keeping tracks otflc;:i yoes
tion anmounced it would expel 25 diplo-| who receive clearances despitg ;yr?b? :
mats attached to the Soviet mission to| lems like drug use are “‘poor or nonex- |
the United Natiems who it said were in-| istent.” '

———————
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Counterspy
Effort Called
Inadequate

Report Says U.S. Lost
Billions to Espionage

By David B. Ottaway and Walter Pincus

Washington Post Staff Writers

The i .

ligence_said_yesterday that recently ex-.
posed spy cases have caused damage “far
greater than anyone in the U.S. govern-
ment Ras vet acknowledged publicly” involv-
ing "billions of dollars of actual and tential
damage to U.S. military programs.” But,
=43¢, the V.o, governmer

the committee said, the U.S. overnment

still has a totally inadgﬂuate counterintel-
ligence program to combat “expanding hos-
tile’ n_pte'!!liience operations” g%ﬁﬁi{ this
country.

n a 141-page report on U.S. counterin-
telligence and security programs, the com-
mittee said the government’s intelligence
agencies, with differing missions and needs,
are refusing to cooperate fully with each
other.

“Our committee found a security system
paralyzed by bureaucratic inertia, with little
ability to bridge the gaps between agencies
or between different security disciplines
like personnel security and computer secu-
rity,” Sen. David F. Durenberger (R-Minn.),
the committee chairman, said.

There are “too many secrets, too much
access to secrets, too many spies . . . and
too little effort given to combatting the very
real threat which spies represent to our na-
tional security,” he said.

The report called upon the Reagan ad-
ministration to draw up a “national counter-
intelligence strategy” that would establish
national objectives and integrate the plan-
ning and resources of the various agencies
involved in counterintelligence. [t sug-
gested that the National Security Council,

-Which operates an Interagency Group for
Counterintelligence under Federal Bureau
of Investigation Director William H. Web-
ster, be given responsibility for devising and
carrying out the strategy. .

WASHINGTON POST
8 October 1986

The committee carried out its 1b-month
review in cooperation with the adinmistra-
tion, which is expected to release its report
next week and to include many of the same
recommendations, Durenberger said.

One of the committee report’s main find-
ings was that the existing system of clas-

sifying documents was “unduly complicated” and
“breeds cynicism and confusion.”
As an example, one source cited the attempt by

Central Intelligence ncy Director lam J.
Casey to keep the committee report from being
made public, even alter interagency aggrovg{t on
grounds that too much information on the U.S.

counterintelligence structure would be given to
thé Soviets, Unly fé!ﬁme F—ETE@ :Egkjﬁns
between the committee sey was a
ment reached for its release, the source said.

The committee also said tﬁt the current prac-
tice of authorized administration disclosures and
“leaks” are “so commonplace as to imperil many
sensitive programs and operations.”

The committee called on the administration to
develop a procedure governing authorized leaks
to reporters, “thus relieving the FBI of the need
to investigate cases that are not real leaks.”

The report also proposed that the security
classification of “confidential” be eliminated, with
all information labeled either “secret” or the
equivalent of “sensitive c ompartmented informa-
tion,” a category current iy used for material col-
lected by various secre’ methods such as pho-
tographic satellites and electronic interceptors.

The committee study was particularly critical
of the administration’s failure to periodically re-
view and investigate individuals with access to
highly classified information. One committee
source noted that this was a problem common to
most of the espionage incidents that emerged
last year, giving as notable examples the cases of
Jonathan Jay Pollard, who provided classified
documents to Israel, and John A. Walker J¢., who
ran a spy ring in the Navy for 18 years.

The committee report, pointing out the losses
canaed__l% IAWa]Fer an% ﬁwara k Howard, a
former agent who defected fo the Soviet
Union, also argued that more care should be ta-
ken with maiw%Ei who leave 'go'TéWijer—
vi
information. The administration “s consider
requiring_as a precondifion Tor ciearance” an
agreement by individuals that would allow “ac-
cess to relevant clal and foreign travel
records” for several years followin ge e
from government service, the committee said.
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Senators call for greater effort to
counteract spying

VBylllrkHatthcws .
Washington Bureau of The Sun

"WASHINGTON — The United
States is inadequately equipped to
combat a hostile spying threat “more
serious than anyone in government
has yet acknowledged.” the Senate
Ln‘ Committee said yester-

y.

It allows in too many Soviet bloc
spies, spends too little on tracking
them and in its secrets,
pays insufficient attention to present
and former ent employees
with access to classified data and is

vulnerable to penetra-
tion of computers and telephone
communications, the panel said.

Its efforts also have been ham-
pered by bureaucratic inertia, dis-

putes agencies, and what -
eomnut‘t':emc‘gﬂnmn David F. Dur-
enberger, R-Minn., cailed a failure
among policy-makers to examine

ideas for improvement.
The committee reieased its find-

ings, along with 95 recommenda-
tions, in a 144- report resul
from a 16-month study and 1

closed hearings it said drew “full co-
operation” from the Reagan adminis-
tration.

Many of the detaled in
the report and in a thicker classified
version will be addressed in a report

President Reagan is expected to give
the committee shortly, the panel
said in a statement.

In addition to military damage es-
timated to be in the billions of dollars
resulting from espionage cases in
the past several years, including
that of the Walker spy ring, the pan-
el said that U.S. intelligence has
been “gravely impaired.” that some

U.S. technological advantages have
been overcome and that “sensitive
aspects of U.S. economic life” have
been “subject to constant Soviet

monitoring,
The unclaseified report appeared
to shed little new light on what U.S.

secrets may have been lost as a re-
sult of recent spy cases or as a result
of the defection this summer of fired
CIA agent Edward Lee Howard.

But it concluded: “Based on the
public and classified record, the
committee has found the
damage in recent years to be far
greatertmnanymemtheu.s.gov-
eu:lnymnthayetackmwlecgedpub-

The United States is vulnerable to
recruitment of spies by Soviet bloc
:?ﬂ'lta established here in a variety

official and unofficial capacities;
to interception of U.S. communica-
tions “from collection facilities
throughout the world.” including an
extensive site in Cuba; and to the
penetration of a wide range of tech-
nical data and high-technology
equipment, it said.

In addition to 450 Soviet intelli-
gence agents the panel says are here
under cover as diplomats, U.N. em-
ployees and in other positions, the
eommlitee said there were thou-

& other Soviet bloc empiloyees
of cominercial entities who can be
used for clandestine activities.

“A Czech, Pole or other East Eu-
ropean is frequently able to contact
U.S. companies without arousing
the suspicion that contact by a Sovi-
::fdal would occasion,” the report

The increased use of computers
in the United States multiplies the
information to which an agent may
get access, the said.

“Over the past decade, the Soviets
have acquired over 300 different
types of U.S. and other Western
computer hardware and software,
which has enabled them to develop
the technical ability to penetrate at
least some U.S. automated systems,”
it said.

Discussing Soviet penetration of
communications, the report said
that “more than half of all telephone
calls in the United States made over
any distance are vuinerable to inter-

" by surveillance.

The report said that “too many
government officials and contractor
em| discuss classified matters
on unsecured lines because of the
difficulty and expense of using cur-
rently available secure communica-
tions t.”

Aneq;gm Soviet intelligence
tool, h ted by the recent case
of Gennady F. Zakharov, is the
number of Soviet employees working
for the United Nations Secretariat,

to the report.

“The KGB has succeeded in infil-
trating its officers into the U.N. bu-

reaucracy, with some reaching posi-
tions of authority. The KGB has heid
the position of assistant to the secre-
tary general® since the days of U
Thant — who held that post from
1962 to 1971 — the report said.
“The current asaistant is a KGB Chi-
na &

The panel repeated its insistence
that the United States reduce the of-
ficial Soviet presence here.

It again stressed the need for a
National Strategic Security Program.,
an interagency forum to develop
ways to protect sensitive informa-
ton.

Other recommendations includ-
ed:

0O Spending 8500 million more
than in fiscal 1985 for both counter-
intelligence and security measures,
including 8129 million to protect
communications. ;

O A new look at the treatment of
defectors as a result of lapses high-
lighted by the redefection last No-
vember of KGB official Vitaly Yur-
chenko. .

O Early FBI and Justice Depart-
ment involvement in cases of sus-
pected espionage by present or for-
mer government officials.

O A streamlined procedure for
classifying government material,
and new procedures for authorizing
disclosure. The present of oc-
casional “authorized leaks” has bred
what the report called a “climate of
cynicism” and has fostered “disre-
spect for security.”

O Better screening of employees
for sensitive positions, with more-
thorough follow-up and tracking by
scrutinizing travel and finances of
former government employees who
had access to secrets.
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Spies pose greater threat to U.S.
than ever before, report states

By Bill Gertz

THE WASHINGTON TIMES

“The hostile intelligence threat to
the United States is severe, and it
confronts the government and the
American people with increasingly
serious challenges,” according to a
Senate committee report on counter-
espionage, released yesterday.

The 141-page Senate Intelligence
Committee report says the country
faces a major threat from foreign
spies. It recommends that federal
security agencies take stronger
measures to prevent the loss of U.S.
secrets.

“Based on the public and classi-
fied record, the committee has
found the aggregate damage in re-
cent years to be far greater than any-
one in the U.S. government has yet
acknowledged publicly;” says the re-
port, released after a 16-month in-
vestigation.

Intelligence Committee
Chairman David Durenberger, Min-
nesota Republican, said U.S. agen-
cies responsible for rooting out spies

suffer from “complacency {and] an
unhealthy degree of wishful
thinking” about the problem of for-
eign spying.

“The hostile intelligence threat to
America’s security is greater than
ever before,” Mr. Durenberger said
at a Capitol Hill news conference.
“The threat is large. It’s well-
financed. It's highly sophisticated,
and I reget to say, it's too often suc-
cessful.”

The report provides new details
on recent espionage cases and secu-
rity failures, including the cases of
former National Security Agency of-
ficial Ronald W. Pelton, convicted
earlier this year of selling secrets to
the Soviets; the defection to Moscow
of former CIA operative Edward Lee
Howard; and the ClAs mishandling
of KGB “general-designate” Vitaly
Yurchenko, who redefected to Mos-
cow after three months in CIA cus-
tody last year.

“The cases that surfaced in 1985
... represent a severe blow to U.S.
intelligence, with Howard and Pel-
ton doing the greatest harm because
they compromised collection efforts
directed at high-priority targets in
the Soviet Union,” the report said.

The Howard case and the case of
CIA clerk Sharon Scranage, who
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was convicted of spying for Ghana
last year, “suggest that there was,
and is, a substantial need for im-
provement in CIA counterintelli-
gence,” the report says.

Defense Department and FBI ef-
forts to improve career development
for counterintelligence officers have
been “uneven,” the report states.

The report also says typewriters
in the U.S. Embassy in Moscow were
bugged, allowing the Soviets to mon-
itor what was being typed. :

“For years, the Soviets were read-
ing some of our most sensitive diplo-
matic correspondence, economic
and political analyses and other
communications,” the report states.
“Taken together, the damage to na-
tional security from espionage, tech-
nology theft and electronic surveil-
lance amounts to a staggering loss of
sensitive information to hostile intel-
ligence services.”

The report says the counterintel-
ligence components of the FBI, CIA
and Department of Defense are
“fundamentally sound” but says
other elements “need to be
strengthened.”

The report recommends 95 re-
forms, and projects that federal
spending on counterintelligence
programs will grow by $500 million
this year. The reform proposals call
for reducing the number of Soviet
diplomats in the United States;
tightening security for US. tele
phone and electronic communica-
tions; controlling “authorized leaks"”
to the press by the administration, to
prevent needless FBI investigations:
and establishing court procedures
for FBI counterspy break-ins.

On the subject of Soviet elec-
tronic spying, the report says that
more than the half of all domestic
long-distance telephone calls are
vulnerable to Soviet electronic
eavesdropping.

Although counterintelligence co-
operation between the FBI and CIA
has improved dramatically, “our
committee found a security system
paralyzed by bureaucratic inertia
with little ability to bridge the gaps.
between agencies or between differ-
ent security disciplines like person-
nel security and computer security,”
Mr. Durenberger said.
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Spies having field day at
US. expense, study finds

1 o 'DUbll* nty ns .

ing a two-year study, the S_f_nate cized, recently discovered lapse DCI); odiks l;nfei:\r':s tm&;ﬁ?:h:;:imm
Intelligence Committee said Tues- which allowed ‘the Soviets, for the . Lo e
day the United States has paid 100 second time since 1978, to get ac- Personnel security is seriously
little time, attention and money to cess to electric typewriters shipped  underfunded,” the panel said, de-

rotecting the nation’s secrets to the U.S. Embassy in Moscow SPite Congress’ adding $25 million
o, et s O s e Tt o bt e b

“The hostile intelligence threat is On the separate question of
more serious than anyone in the hunting down’ spies, the commit- pan ded De
government has yet aqknpwlcﬁoid tee had kinder words. It noted that fe.g"pepf,'u,f&',','"f’:," red fhe h
pubhcly, the panel ‘S‘ald ina h- from l984 to 1986, 25§ people number of em ]oyees :x'::mg e
B e ecting the  were convicted or pieaded gullt, to_classified data by 900,000,

Espionage Challenge.” to s i i
l‘t, estxgmated that the ,We_steﬁ," Smtegy'ng against the United .'l.'cl)(t)::lc \t\"‘:l'l:crz (;'allr,lellrc "oy et the
lead over the Soviets in high tech- “As a result of significant im- uncovered, but cﬁgcisz% ?l?f p‘:;s

nology had, lb&elnz Whittled by spy- provements in recent years, the

;2% t:)m:bout half);;:?t:da;.?de nation’s counterintelligence struc- ‘:—gg:::ﬁg protecting classified in-
The public version of the report, ture is fundamentally sound,” the . .

missing the secret sections also  'cPort said. And it said major work was re-

submitted 10 the Senate, reviewed Nevertheless, it called for better  quired to protect the security of

i policy direction of the FBI, the computers and commutfications,

in one place fo first ti . |
dam&eb pc:b“ o th:c:(l::’smg;gg CIA, the Justice, State and De- particularly those transmitted by
c

from fense departments. It commended  satellite.

spate of spy cases in the o] . P
the administration for beginning It noted that the intellj g nce au-

last two . ! !
The paz:la?ook the government work on a national counterintel- thorization bill sent t id
to task for ignoring defensive secu- ligence Strategy. . . . Reagan on Monda “contained
rity measures designed to thwart The committee said U.S. intelli- $129 million for co Yy contained
spying. ?ence 8891:1‘:"3; d? not have uni- security, including mg‘r?'e;'mt.:ag'eg?:
Am . ) orm standards for investigating Ve h
"R YRGS ST hcher th cloyees ae skt 5, ST Dl 8 St enoe
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Report faults U.S.
counterspy efforts

By Frank Greve
Inquirer Weshington Buresu

WASHINGTON — Too many US.
officials hold too many secrets too
loosely, according to a congressional
report released yesterday on the na-
tion's ability to fend off spies.

Sen. David Durenberger (R.,
Minn.), chairman of the Senate Intel-
ligence Committee, which produced
the 141-page study, deplored what he
termed a “totally abysmal record” of
protecting government and indus-
trial secrets. These losses, he said,
already had cost the United States
“billions and billions and billions
and billions.”

“Based on the public and classified
record, the committee has found the
aggregate damage in recent years to

be far greater than anyone in the
US. government has yet acknow!-
edged publicly,” the report said.
“The inescapable conclusion is that
the damage was immense.”
Durenberger wants the US. coun-
terespionage budget increased by at
least $500 million annually and a
central authority created to manage
Spy-stopping efforts. Counterespio-
nage now is carried out by the Fed-
eral Bureau of Investigation in the
United States, the Central Intellj-
gence Agency abroad and any of a
half-dozen military security agencies
when defense secrets are involved.
Durenberger said he supported the
purchase over several years of $1.2
billion worth of new “scrambiler”
phones for US. officials, a cost-of-

living allowance for the 400 FBI
agents assigned to counterespionage
duties in New York City and a “new
approach” to defectors,
cash rewards.

The Intelligence Committee report
also calls for “many more” re<checks
of personnel cleared for secrets and
a tougher background check on job
candidates, including a credit check,
intensive investigation of “recent
life history” and an interview in.
tended to discover “issues that may
merit further investigation.” Curr.
rent procedures include none of
those requirements, and the inter-
view usually occurrs at the end of an
investigation. '

To the traditional Soviet bloc tar-
gets of counterespionage efforts, the

Intelligence Committee would add
spying from such nations as Istael
and the People's Republic of China,
each involved in recent spying epi-
sodes. o
Defense Intelligence Agency per-
sonnel would be stationed for the
first time inside the operations of
defense contractors, and sensitive ci-
vilian satellite communicatibns
would be scrambled. :
Banks would be required to turn
over records to the FBI without a
court order in counterespionage
cases, subject to “a framework of
attorney general guidelines and con-
gressional oversight,” the committee
recommends. Disclosure of tele-
phone records also would be re-
- quired and warrantless searches per-
mitted.

including

For the first time, Senate person-
nel with security clearances would
be required to report contacts with
known or suspected foreign intelli-
gence agents. o

In addition to the Intelligénce
Committee’s measures, a planned
five-year, $44 billion State Depart.
ment program to upgrade security at
embassies abroad ajso includes ‘nu-
Imerous new measures to defeat Spies,
Durenberger said. .

The Intelligence Committee’s rec-
ommendations, produced in coopera-
tion with counterspy agencies, ‘are
!lkely to encounter little resistance
in a Congress alarmed by what Du-
renberger and others have ca ed
“The Year of the Spy.” Between 1984
and 1986, according to the report! 2§
people were convicted of espiongge
charges, with most of the conyic.
tions between mid-198S and mid-1486.
Durenberger said that a classiffed
package of administration legipla-
tion would be introduced next wéek
to carry out the proposed changes,

Among the faults uncovered by fhe
committee’s 1S-month study w’re
these: .

¢ The Pentagon's most highly clas-
sified projects, called “special accpss
programs,” sometimes have lower
curity-clearance standards tt*n
merely “secret" programs. >

® Warsaw Pact countries legdly
operate more than 60 US.chartered
corporations to which restrictidns
on the sale of advanced technold.gy
can rarely be applied. ‘

¢ US. embassies abroad empoy

9.800 foreign nationals and U.S. mfli-
tary facilities overseas employ
120,000 — overwhelming numbérs
for counterespionage personnel..to
deal with,
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